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ITIOJINTUKA

uH(popManoHHOH 0e30MacHOCTH NMPH 00padoTKe MepCOHATBHBIX JAHHBIX B HH(OPMaIHOHHBIX
CHCTeMax MepCOHANBHBIX JaHHBIX [BY 3 «[IpoTHBOTYOepKY/Ie3HbIi AUCTIAHCeP
Ka/mmHUHTrpaicKoii 06/1acTH»

Omnpepgenenus

B HacTosiiieM JOKyMeHTe UCTIOb3YIOTCS CleIyIolye TePMUHBI U UX OTpe/ieIeHus!.

ABTOMaTH3MpOBaHHas CHCTeMa - CUCTeMa, COCTOSIAasl U3 MepcoHaaa U KOMILIeKCa CpefCTB
aBTOMaTHU3alliu ero /JesATeJIbHOCTH, peau3ylollas WH()OPMALMOHHYI0 TeXHOJIOTHUIO0 BbIIOJIHEHHUS
YCTaHOBJIEHHbIX (QYHKI[UA.

AyTeHTU(UKAIUsA OTHPAaBHUTEe/NsA [JAHHBIX - TIOATBED)KAEHHWE TOTO, UTO OTIpPaBUTe/b
TI0JIyYeHHBIX [JaHHbIX COOTBETCTBYET 3as1BJIEHHOMY.

Be3onacHOCTh NepCcoOHaIbHBIX AAHHBIX - COCTOSIHUE 3all{UILIeHHOCTU NePCOHa/IbHBIX JaHHBIX,
XapakTepu3yeMoe CIOCOOHOCTBIO TI0/Ib30BaTesiell, TeXHUYeCKUX CpeACTB U HH(OPMALMOHHBIX
TeXHOJIOTH 06ecrieunTh KOH(PUEHIMATbHOCTD, LIeJIOCTHOCTb U AOCTYITHOCTb TIePCOHANBHBIX JIaHHBIX
npy ux 06paboTke B MH(GOPMAIMOHHBIX CUCTEMAaX MepCOHATbHBIX JAHHBIX.

BuomMerpnueckue TmiepcoHa/bHbIEe [aHHbIEe - CBeJieHHs, KOTOpble XapaKTepu3yHT
¢usnonornueckrie 0C0OEHHOCTH YesloBeKa MU Ha OCHOBE KOTOPBIX MOKHO yCTAHOBUTH €r0 JINYHOCTD,
BK/ItoYast (oTorpaduu, oTmeuaTKH MasblieB, o0pa3 CeTuaTKH ria3a, 0COOeHHOCTU CTPOeHHsl Teja U
JpyTyto 1o100HY0 MH(POPMALHIO.

BiokupoBaHue nepcoHaIbHBIX AAHHBIX - BDeMeHHOe IpeKkpailieHre cbopa, cucTeMaTr3aluy,
HaKOIJIeHHs1, UCI0/Ib30BaHUs, paclipOCTpaHeHus], IePCOHA/IbHBIX JaHHbIX, B TOM UMC/Ie UX [1epejauu.

Bupyc (KOMNbHOTepHBIM, NPOrPaMMHBIN) - MCIOJHSAEMbI MPOrpaMMHBIA KO, WU
VHTepIIpeTUpyeMblii Habop WHCTPYKIMH, o00sajaroluii CBOMCTBAMKM  HECAHKIMOHHPOBAHHOTO
pacripocTpaHeHHsi M camoBocripou3sBesieHUs. Co3fiaHHble OyO/MKaThl KOMIIBIOTEPHOTO BHpycCa He
BCer/la COBIAZIal0T C OPUTHMHAJIOM, HO COXPaHSIOT CIIOCOOHOCTH K AajlbHeHIieMy pacrpoCTpaHeHUIo U
CaMOBOCITPOM3BE/IeHUIO.

BpeaoHocHas mnporpaMma - [porpamma, IpeJjHa3HaueHHasi [l OCYLLeCTB/IeHUs
HECAHKLIMOHMPOBAHHOTO JOCTyNa W (WIM) BO3ZEHCTBUS Ha IepCOHajbHble JlaHHble WM Pecypchl
MH(OPMAaLIMOHHOW CUCTeMbI TIepCOHA/TbHBIX JJAHHBIX.

BcnomoraresibHbIe TeXHHYECKHe CPeJICTBA M CHCTeMBbI - TeEXHUUeCKHe CPe/ICTBa U CUCTEMBI,
He T1peJjHa3HaueHHble [y TIiepejaud, o00pabOTKM M XpaHeHWs] [epPCOHANbHbIX [JAHHBIX,
yCTaHaB/IMBaeMble COBMECTHO C TeXHWYeCKMMH CpeJCTBaMU M CUCTeMaMH, NpefiHa3HaYeHHbIMU [i1s
06paboTKM MepcoHaNbHbIX AaHHBIX WM B TIOMELeHUsIX, B KOTOPBIX yCTaHOBJIEHbI HH(POpPMaLMOHHbIE
CUCTeMbl [IepCOHAJIbHBIX [JaHHBIX.

Joctym B oOmepalMoHHYI0 cpeJy KoMnbioTepa (MH(OpMAIMOHHOH CHUCTEMbI
NepCOHabHBIX AAHHBIX) - TOJy4YeHHe BO3MOXKHOCTH 3allyCKa Ha BBITMOJHEHHWe LITAaTHbIX KOMaHZ,
(GbyHKUWMH, TpoLieflyp OIepaljioHHON CHUCTeMbl (YHUUTOXKeHMs], KOMMPOBaHUs, NepeMelleHus U T.IL.),
UCTIOJTHSIeMbIX (Daii/ioB MPUK/IAJHBIX [IPOrPaMM.

Joctyn K mH(popMaIuu - BO3MOXKHOCTb MOTyueHHsi UHhOpMaLMu U ee UCIO/Ib30BaHusl.

3aK/1a/jouHoe YCTPOMCTBO - 3/IeMEeHT Cpe/iCTBa CheMa MH(pOpMallMK, CKPHITHO BHe/psieMblit
(3ak/iaZibiBaeMblii MM BHOCHMMBIM) B MecCTa BO3MOXKHOTO cheMa uHbopMaiuu (B TOM uuc/ie B
orpax/eHue, KOHCTPYKLIMIO, 000py/I0BaHUe, TIpeJMeTbl UHTephepa, TPAaHCIIOPTHBIE CPeJCTBa, a TAKXKe
B TeXHUUECKHE CPeJICTBA M CUCTEMbI 00pabO0TKU MHGMOPMAI[UH).

3amumiaemas uHpopmanus - “HGoOpMaLys, SB/SIOLIAsACS ITPeMeTOM COOCTBEHHOCTH U
ToJ/ierkalljasi 3aljuTe B COOTBETCTBMU C TpeOOBaHMSIMHU IPaBOBBLIX [JOKYMEHTOB WM TPeOOBaHHUSIMY,
yCTaHaB/lMBaeMbIMU COOCTBEHHUKOM MH(OpMaLMH.



NpenTudukanusa - npucBoeHre cyObekTaM M 00beKTaM JIOCTyTa UieHTU(hUKaTOpa U (W)
CpaBHeHMe Mpe/IbsBIIeMOro HeHTU(PUKaTopa C epeyHeM MPUCBOeHHBIX U/leHTU(HKAaTOPOB.

MNupopMaTUBHBIN CUTHA/ - 37eKTPUUECKUe CUTHaslbl, aKyCTHYecKue, 3/1eKTPOMarHUTHbIe U
Ipyrve ¢usnueckre TOMs, TIO0 TlapaMeTpaM KOTOPBIX MOKeT ObITb pacKpbiTa KOH(UAeHLWanbHast
vH(opMaLus (TepcoHasbHbIe JaHHbIe), oOpabaTbiBaeMasi B UHPOPMALIMOHHOM CHCTeMe IepCOHaTBHBIX
JIaHHBIX.

NudopmainuonHasa cucreMa nepcoHanbHbIX AaHHbIX (MUCIIJAH) - wunHbopMalMoHHas
cucTeMa, TIpeJCTaB/sifommIas co00W COBOKYITHOCTb TePCOHAbHBIX JAHHBIX, COZepKaluxcs B Oase
JaHHBbIX, a TaKke WHPOPMALMOHHBIX TEXHOJOTUA U TEeXHUUECKUX CPeJCTB, I03BOJISIOLUX
OCyLeCTB/ISTh 00pabOTKY TaKWX TMepCOHATbHBIX JaHHBIX C WCTOb30BaHHUEM CPeZCTB aBTOMaTU3aLuu
v 6e3 UCTI0b30BaHUs TaKUX CPeZICTB.

HNHpopManioHHbIe TeXHOJIOTHH - TIPOLIeCChl, METOABI TTOUCKA, cOopa, XpaHeHus, 00paboTKH,
TIpeIOCTaB/IeHUs, paclpoCTpaHeHHs1 UH(GOPMALUKM U CIIOCOObI OCYILeCTB/IEHHUS] TaKMX IPOLIECCOB U
METO/IOB.

Hcnonb3oBaHue MepPCOHANBHBIX [JAaHHBIX - JlelicTBus (omepalny) C TepCOHa/IbHbIMU
JlaHHBIMHU, COBeplliaeMble OI1epaTOPOM B Lie/ISIX MPUHSATHS PellleHHi UK COBepLIeHUs UHBIX JelCTBUM,
MOPOXK/IAIOIINX OpUMUecKre TOC/IeICTBUSI B OTHOLIEHUH CyOBbeKTa IepCOHaIbHbIX [AHHBIX WX
JIPYTUX JHL MO0 MHBIM 00pa30M 3aTparyBaroIIyX Mpaea U CBOOO/bI CyObEKTa MepCOHANTbHBIX JaHHBIX
WY APYTUX JIALL.

Hcrounuk yrpo3sl f6e3omacHocTd HHGOpMaLUHU - CyOBeKT JOCTyIa, MaTepUaabHbIN O0OBeKT
um  ¢Gu3MUecKoe sIBJIeHWe, SIBJSIOLIMECS TIPUYMHOM BO3HMKHOBEHHsI Yyrpo3bl  Oe30macHOCTH
vH(bopMaLum.

KoHTpo/mpyemasi 30Ha - MPOCTPAHCTBO (TePPUTOPUS, 3/jaHue, YacThb 37jaHusl, TIOMellleHre), B
KOTOPOM MCK/IFOUEHO HEKOHTPOJMpYyeMoe TpeObiBaHWe MOCTOPOHHUX JIML, a TAK)Ke TPaHCIIOPTHBIX,
TeXHUUYECKUX U MHBIX MaTepPUaIbHBIX CPeZICTB.

KoHueHHaTBHOCTD TEPCOHA/IBHBIX JAHHBIX - O0s3aTenibHOe [yl COO/IO/ieHus
OTepaTopoM WM WHBIM TIOJYYMBIIAM JIOCTYIl K TEepCOHA/NBHBIM [AHHBIM JIMIIOM TpeOOBaHUe He
JIOTyCKaTb WX pacrpocTpaHeHHe 0e3 coriacusi CyObeKTa TepCOHaNbHBIX IaHHBIX WM Haludvsi UHOTO
3aKOHHOT'O OCHOBAHUSI.

MexcereBol 3KpaH - JiOKajbHOe (O[HOKOMIIOHEHTHOe) Wi  (YHKI[MOHAIbHO-
pacripefiejieHHOe TIporpaMMHOe (TIpOrpaMMHO-arinapaTHoe) CpefCcTBO (KOMILIEKC), peanusylolijee
KOHTPOJIb 3a MH(opMaliyeid, MocTymnarieii B "HOOPMAIJMOHHYI0 CUCTEMY TePCOHAILHBIX JaHHBIX U
(vnn) BbIXOASILLEN U3 UH(POPMALIMOHHOW CUCTEMBI.

Hapymmrenp 6e30macHOCTH MePCOHA/IBHBIX JAaHHBIX - (DU3UyecKoe JIMIO, C/IyYyallHO WU
rpeJJHAMePEHHO COBepLIarolee JeHCTBUs, C/Ie[CTBHEM KOTOPBIX SIB/ISIETCS HapylleHWe 0e30macHOCTH
TepCOHAbHBIX JAHHBIX TIPU UX 00pab0TKe TeXHUUeCKUMH CPe/ICTBaMU B MH(OPMAIIMOHHBIX CUCTeMaX
TepCOHA/IbHBIX /IaHHBIX.

HeaBTomaTn3upoBaHHasi 00paloTKa MepCcoOHANIBHBIX JAHHBIX - 00paboTKa MepCcoHaNbHBIX
JAHHBIX, COZePKALUXCS B MHPOPMALIMOHHOM CHCTeMe TepCOHaTBHBIX JAHHBIX MO0 M3B/IeUeHHBIX U3
TaKOM CHUCTEMbI, CUMTAeTCsi OCYL[eCTBIeHHOM 0e3 WCIOMb30BaHUSI CPeACTB aBTOMAaTH3alud
(HeaBTOMAaTU3UPOBAHHOM), €C/IM TakWe [eMCTBUS C MePCOHATbHBIMM JJaHHBIMH, KaK HCII0/Ib30BaHue,
yTOUHEeHHe, paclpoCTpaHeHHe, YHUUTO)KeHHe TepCOHA/bHBIX JaHHBIX B OTHOIIEHWHM KaXKJOro H3
CyOBeKTOB MepCOHAbHBIX JIaHHBIX, OCYLeCTB/ISIFOTCS TTPY HEIoCpeICTBEHHOM yUacTUX UesloBekKa.

HepeknapupoBaHHbIe  BO3MOXHOCTH -  (DYHKUMOHa/bHble  BO3MOYKHOCTU  CPeJCTB
BBIUMC/IUTE/IbHOW TeXHUKH, He OIMMCaHHble WM He COOTBETCTBYIOLME OMUCAHHBIM B JOKyMEHTALUH,
MPU  HWCIOJb30BaHUM KOTOPBIX BO3MO)KHO HapyllleHHWe KOH(U/eHIMaNbHOCTH, [JOCTYITHOCTH WU
1|eJIOCTHOCTH 0OpabaTtbiBaeMoii MH(GOPMaLIH.

HecaHKIIHOHMPOBAHHBIM /JOCTYN (HeCAaHKI[HUOHUPOBAaHHbIE [eHCTBUs) - JOCTyn K
vHbopMalMM WM [elcTBUs C MH(OpMalvel, Hapyllaroljyie TIpaBUia pa3rpaHUuYeHusi JOCTyma C
UCMO/Ib30BaHWEM  IITATHBIX  CPEeACTB,  IpeJOCTaB/sieMbIX  MH(OPMAalMOHHBIMM  CHCTEMaMHy
MepCOHa/IbHBIX [JaHHBIX.



Hocutens undopmanuu - ¢usnueckoe M0 WM MaTepuUanbHbIi OOBEKT, B TOM 4HCIIe
¢usnueckoe mose, B KOTOPOM HH(OpMALMs HaXOJUT CBOe OTPa)keHWe B BHJe CHMBOJIOB, 00pa30B,
CUTHA/IOB, TEXHUUECKUX PpeIIeHW U TIpOLleCcCOB, KOJIMUECTBEHHBIX XapaKTepUCTUK (Pr3UYecKux
Be/TMYMH.

O0e3TMUMBaHNe MEPCOHA/IBHBIX JAHHBIX - JIeMCTBUS, B pe3y/bTaTe KOTOPHIX HEBO3MOXXHO
OTpejie/ITh TIPUHAJJIeXKHOCTb TePCOHANbHBIX [JAHHBIX KOHKDETHOMY CYObBeKTy TepCcOHaTbHbBIX
JTAaHHBIX.

O0OpaboTKa mepcoHA/NBHBIX AAHHBIX - [1€MCTBUs (Omepalnuy) C MepCOHaJbHBIMU JJaHHBIMH,
BK/IIOUasi cOop, cucTeMaTu3allvio, HakKOIJleHue, XpaHeHHe, yTouHeHHe (0OHOB/eHUe, M3MeHeHue),
WCII0/Ib30BaHMe, pacripocTpaHeHue (B TOM 4uWc/le Tepefady), obe3nMuuBaHUe, O0KMpOBaHMUe,
YHUUTOKE€HUE MepCOHAMbHbIX JaHHbIX.

OO0mefocTynHbIe  NepCOHA/JIbHbIE [JaHHbIe -  TIepCOHalbHble  JlaHHbIE,  JOCTYII
HeorpaHMUeHHOTO KpyTa JIML] K KOTOPBIM TpeJoCTaB/ieH C CorJiacusi CyObeKTa MepcoHabHBIX JAaHHbIX
WIX Ha KOTOpble B COOTBETCTBUM C (eJepajbHbIMK 3aKOHAMH He pacIipoCcTpaHsieTcsi TpeboBaHHe
cobsro/ieHrst KOHOH/IeHI[UaTbHOCTH.

OmnepaTop (mepcoHaAbHBIX JAHHBIX) - TOCY/AAPCTBEHHBIM OpraH, MyHUIUTa/bHBIA OpraH,
IOpUAUYecKoe WM (GU3MUYecKoe JIMI0, OpraHu3ymoljee ¥ (WIM) OCyLecTBsomiee 06paboTKy
TepCOHAIBHBIX JAHHBIX, a TaKXKe OIpeJesIoe Leld U Ccofep)KaHhue 00pabOTKH IepCoHaTbHBIX
JTAaHHBIX.

TexHuueckue cpejcTBa HHGOPMALMOHHOW CHCTEMbI NTEPCOHATbHBIX JJAHHBIX -

CpeJCTBa BBIUMC/IMTENbHOM TEXHUKH, WH(POPMALMOHHO-BLIUMC/IUTE/IbHbIE KOMIUIEKCHI M CEeTH,
CpefiCTBa U CUCTeMbI Tlepefjaul, rpremMa 1 o6paboTku nepcoHanbHbIX JaHHbIX (#anee I1/JH) (cpezcTBa
Y CUCTeMbl 3BYKO3alllCH, 3BYKOYCH/IEHHS], 3ByKOBOCIIPOM3Be/IeHNs], TIeperoBOPHbIe U Te/leBU3MOHHbIE
YCTPOMCTBa, Cpe/CTBa U3rOTOB/IEHNUS, TUPAKUPOBAHHUS [JOKYMEHTOB U Jpyrue TexHW4YecKue CpefCcTBa
00paboTky peueBoii, rpaduueckoil, Buzeo- U OykBeHHO-LMPOBOM HH(OPMALMK), TIPOrpaMMHbIe
cpezcTBa (OrepaLioHHbIe CHCTeMbI, CUCTEMBbI yTIpaB/ieHus 6a3aMM JaHHBIX U T.I1.), CPe/CTBA 3all[UThI
MH(pOpMaLH, IpUMeHsieMble B UH(OPMaIMOHHbBIX CUCTeMaXx.

ITepexBaT (MH(poOpMaIuH) - HempaBOMepHOe MoJiyyeHHWe HH(GOpPMAlMd C WCMOIb30BaHUEM
TeXHUUECKOTO Cpe/ICTBA, OCYIIeCTB/SIOIIero obHapykeHWe, rpreM W 00pabOTKy HHGMDOPMAaTHBHBLIX
CUTHAJIOB.

IlepcoHanbHbIe [JaHHBIe - Jt00ass WHQOPMALUs,, OTHOCSIIAsCS K OMpe/ie/leHHOMY WU
oTipe/ie/isieMOMYy Ha OCHOBaHMM TakKoW unHpopmaruu ¢(rzndeckomy auiy (CyOBeKTy repCcOHaIbHBIX
JlaHHBIX), B TOM 4HC/e ero (paMuIusi, UMs, OTYeCTBO, I'0J,, Mecsll, JaTa U MeCTO POXKAeHus, afipec,
ceMeiiHOe, COLMa/bHOE, MMYILLECTBEHHOEe II0JI0KeHHe, oOpasoBaHMe, Tpodeccusi, JOXOAbI, Jpyras
“H(popMaLusl.

IToGouHbIe 3/IEKTPOMarHUTHbIE W3JIy4eHHs1 M HAaBOJKH - 371€KTPOMarHUTHbIE H3TyueHHUst
TeXHUYeCKUX cpe/icTB 00paboTKy 3aiuirjaeMoii MH(GOPMaIMY, BO3HUKAIOIIMe KaK M0O0UHoe siBjieHHe
Y BbI3BaHHbIE 3/IeKTPUUECKUMU CUTHAIaMH, JeMCTBYIOLUMHU B UX 3/IeKTPUYECKUX U MarHUTHBIX LIeMsiX,
a TakKe 3/1eKTPOMarHUTHblEe HAaBOJKW 3THX CHTHAJOB Ha TOKOMPOBOJSIME JMHWW, KOHCTPYKLUKA U
L[eMY MTUTaHusl.

IMonutuka  "yucroro crosa" -  KOMIUIEKC  OpPraHM3al[MOHHBIX  MEpPOIPHUSTHUH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMChIBaHUsI Ha OyMa)kKHble HOCHTENU K/touel U aTpubyToB [JOCTyIia
(mapouieit) ¥ xpaHeHUsI WX BO/IM3K 0OBEKTOB JJOCTYTIA.

ITonb30BaTeb MH(POPMaALOHHON CHCTeMbI EPCOHA/IBHBIX JAHHBIX - JIULI0, YUaCTBYIOL[ee
B (DYHKLJUOHMPOBAHUM WH(POPMALMOHHON CUCTeMbl I€PCOHA/BbHBIX [AHHBIX WM HCIOJb3yHOLlee
pe3y/bTaThl ee (PyHKLIMOHUPOBaHMUS.

IIpaBuia pasrpaHMyYeHHs [AOCTyNAa - COBOKYITHOCTb IIpPaBWJI, perylaMeHTHPYIOLIMX IIpaBa
JIOCTyTa CyOBeKTOB OCTYyTa K 00beKTaM JJoCTyTIa.

IIporpammHas 3ak/jajKa - Ko7 Mporpammsbl, MpefHaMepeHHO BHEeCEeHHBbI B MpOrpamMmy C
11e/IbI0 OCYILIeCTBUTH YTeUKY, U3MEeHHUTh, O/I0KMPOBaTh, YHUUTOXUTH MHGOPMALUIO UK YHUUITOKUTL U
MOAMGHULMPOBATh TIPOrpaMMHOe obecriedeHre WHPOPMALIMOHHON CHUCTeMbI TIePCOHAIBHBIX AAHHBIX
(vnv) 6/10KMpOBaTh amrapaTHbIe CPe/iCTBa.



I[IporpamMmmHoe (MporpaMMHO-MaTeMaTHuecKoe) BO3/eiiCTBHe - HeCaHKI[OHUPOBaHHOE
BO3/IEMCTBYE Ha peCypChl aBTOMAaTU3UPOBaHHOM WHGOPMAI[MOHHOW CHCTEMbI, OCYILeCTB/sieMoe C
WCII0/Ib30BaHMEeM BpeIOHOCHBIX TIPOrpaMM.

PackpbiTHe TmepCOHA/NBHBIX JAHHBIX - YMBIILIEHHOE WM CAydyalilHoe HapylleHue
KOHGbUEHIIMaTbHOCTH TIepCOHATBHBIX JJaHHBIX.

PacnipocTpaHeHnne mnepcoOHaAbHBIX [JAaHHBIX - [IeliCTBUS, HarlpaBjeHHble Ha Tepefauy
MepCOHa/IbHLIX [TaHHBIX OIpe/ieJieHHOMY Kpyry jui| (fepefiaya IepCOHa/JbHBIX [aHHbIX) WM Ha
O3HAaKOMJIEHME C TIepCOHA/JIbHBIMUA [JAHHBIMM HEOTPaHWUEHHOrO0 Kpyra JiMl, B TOM 4YHCJIe
oOHapoJj0BaHWe TIepCOHA/BHBIX JIaHHBIX B CPEeACTBAaX MacCOBOM WH(poOpMaluy, pa3MellieHHe B
HMH(OPMaI[MOHHO-Te/IEKOMMYHUKAL[MOHHBIX CeTSIX WM TpeJoCTaB/ieHue AOCTyrNa K MepCoHaabHbIM
JTAHHBIM KaKMM-JTM00 UHBIM CTIOCOOOM.

Pecypc uH()opMaLiioOHHO#M CUCTeMBbI - UMEHOBAaHHbBIM 3/7IeMEeHT CUCTEMHOT0, TIPUKJ/IaJHOT'O WU
arraparHoro obecrieueHus: PyHKIMOHUPOBAHUS MHPOPMAI[MOHHON CUCTEMBI.

CrnenuanbHble KaTeropyu NMepcoHa/IbHbBIX AQHHBIX - MEePCOHA/bHbIE [JaHHBIE, Kacarolecs
PacoBOM, HAl[MOHATLHOM TIPUHA/JIeXKHOCTH, TIOIUTHYECKUX B3TJISI/10B, Pe/TMTHO3HBIX UK (HUI0CO(CKUX
yOeX1eHH, COCTOSTHHS 3J0POBbsI U UHTUMHOM )KM3HU CyObeKTa MepCOHa/TbHBIX JJAHHBIX.

CpeacTBa BbIUMC/IMTE/NBHON TeXHUKH - COBOKYITHOCTh TIPDOTPAMMHBIX W TeXHUYECKUX
3/IEMEHTOB CHCTeM 00pabOTKH [JaHHBIX, CIOCOOHBIX (YHKIMOHUPOBATH CaMOCTOSTEIbHO WU B
COCTaBe JIpDYTUX CUCTEM.

Cyo0bekT jgoctyna (Cy0BeKT) - JIMI0 WA TIPOIecC, AeWCTBUS KOTOPOTO pPeryiaMeHTHPYHOTCS
TpaBWiaMy pa3rpaHAuyeHUs JOCTyma.

TexHUUYeCKHH KaHa/J yTeuKd HH(OpPMalMu - COBOKYNHOCTb HOCUTeNs WHGbopMalun
(cpenctBa 06paboTKH), (hr3MUecKoi cpefbl pacrpoCTpaHeHUs1 MHGOPMATUBHOIO CHUTHAMa M CPEZICTB,
KOTOPBIMU ZI00OBIBaeTCs 3aluiaeMasl UH(hopMaLysl.

TpaHcrpaHuyHasi mepejaua NMepCcoHa/bHBIX AAHHBIX - TlepeJavya TMepCOHATbHBIX JaHHBIX
onepatopoM 4yepe3 ['ocygapctBeHHywo rpaHully Poccuiickoli @epepaiuyu opraHy B/acTH
WHOCTPAHHOTO rOCYZapCTBa, PU3NUeCKOMY WUJIH FOPUANUYeCKOMY JIMIy MHOCTPAHHOTO roCyAapCTRBa.

Yrpo3bl 0€30MacHOCTH MEePCOHAIBHBIX AAHHBIX - COBOKYIMHOCTb YC/IOBUM W (DakTOpOB,
CO3/Iat0I[MX OMAaCHOCTbh HECAHKIIMOHMPOBAHHOTO, B TOM UHC/Ie Cy4aliHOTO, I0CTYTIa K MepCOHA/TbHBIM
JAaHHBIM, pe3y/IbTaTOM KOTOPOTO MOXXeT CTaTh YHHUTOXKE€HWe, U3MeHeHHWe, OJIOKMpOBaHHMe,
KOIMMPOBaHWe, paclpoCTpaHeHHe TIePCOHA/LHBIX [JaHHBbIX, a TakXe WHBIX HeCaHKI[MOHWPOBAHHBIX
ZeHCTBUM MpH X 00paboTKe B MH(MOOPMAI[MOHHOM CHCTeMe IMepCOHAIbHBIX JJaHHBIX.

YHMUTOXKeHHe NepCOHA/TbHBIX JAHHBIX - [IeHCTBUS, B pe3yJ/ibTaTeé KOTOPbIX HEBO3MOKHO
BOCCTAaHOBUThb COJiepKaHWe TepCOHA/bHBIX [JaHHBIX B WH(OPMALMOHHOW CUCTeMe TepCOHa/bHBIX
JlaHHBIX WK B pe3y/bTaTe KOTOPbIX YHUUTOKAIOTCSl MaTepua/ibHble HOCUTE/TU MepCOHAMbHbIX JJaHHbIX.

YTeuka (3ammiaemoii) uHpopMaluu MO0 TeXHHUECKHMM KaHa/laM - HEKOHTPOJIMpyeMoe
pacripocTpaHeHre UHGOPMAaLMKU OT HOCUTeIs 3alljuillaeMoi uH(opmalyy yepe3 Gu3nuecKyro cpeay o
TeXHUUYECKOTO CPe/ICTBa, OCYILeCTBIISIOIIEro rnepexsaT UH(MOPMaLIUH.

YupexaeHue - yupexieHHs 3paBOOXPaHeHus1, COLMabHOM ceprl, TpyAa U 3aHSATOCTH.

YA3BUMOCTb - C/1a00CTDb B CPE/ICTBAX 3allUThl, KOTOPYIO MOYKHO MCIT0/Ib30BATh ZIJIs1 HAPYIIIEHUS
CUCTeMbI WK cofieprKaiilelicsi B Hell nHMOopMalvu.

HenocrHocth uHGOpMauu - CrOCOOHOCTh CpPEeACTBA BBIYMC/IUTE/NLHOM TEXHUKH WU
aBTOMAaTH3UPOBAHHOM CHCTeMbI 00ecrieurBaTh HEU3MEHHOCTh WH(MOPMAI[UK B yC/IOBUSX CTy4aiiHOTO
W/WTY TIpe/ITHaMepPeHHOTO UCKaXKeHHUs (pa3pyliieHus).

O6o3HaueHHUs1 U COKPAIeHUsI

OonTtyoaucnancep - '6Y3 «IIpotuBoTybepKy/e3nbiil aucraHcep KasmuHUHTpaackoi obacti»

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3MpOBaHHOe pabouee MeCTo

BTCC - BcrioMoratesibHble TeEXHUYECKHe CPe/iCTBa U CUCTeMbI

WCIIO# - nHbopMalMoHHasi CCTeMa TlepCOHA/TbHBIX IaHHBIX

K3 - koHTpOnupyemas 30Ha

JIBC - nokanbHas BEIUUC/IUTENbHAS CeTh



MD - MexceTeBOM 3KpaH

HC/I - HecaHKLIMOHUPOBAHHBIN OCTYT

OC - onepalioHHas cuCcTeMa

I1/IH - mepcoHanbHbIe JAaHHbIE

[TMB - nporpaMmmHO-MaTemMaTrHueckoe Boszielictere I1O - mporpaMMHoe obecrieueHye
[TOMUH - nobouHble 371eKTpOMarHuTHbIE U3TyueHHs U HaBogku CA3 - cucTeMa aHanm3a
samuirieHHocT! C3U - cpeficTBa 3aiiUThl MHGOPMAaIUU

C3I1dn - cuctema (ToficKicTeMa) 3allliThI TepCcoHaMbHBIX AaHHbIX COB - cuctema
o6Hapy»xeHust Brop>keHnd TKY W - TexHuueckre KaHasbl yTeukyd uH(Gopmarwu Y BIT/H -
yTpO3bI 0€30MaCHOCTH TIePCOHA/TBHBIX JJAHHBIX

Beegenue

Hactosimiass  TTonmMtrka wHbOpMarioHHOW Oe3omacHoctu  (manee - Ilommtuka) I'BY3
«[IpotuBoTYOEpKyne3nbiii gucriaHcep KamuAWHTpagckon obmactu» ([Jamee - O6aTyOaucraHcep),
pa3paboTaHa Ha OCHOBe peKOMeHJalMii MUHUCTEPCTBA 3/PaBOOXPaHEHHs] M COLMATbHOTO Pa3BUTHUS
P®, aBnsieTcst ouLIManbHBIM 10KyMEHTOM.

[TonuTriKa pa3paboTaHa B COOTBETCTBUM C LieJIIMM, 3afiadaMH U TIPUHLMNAMU obecrieueHus
6e30MacHOCTH NepCOHAIBLHBIX IaHHbBIX, OTPAKEHHBIMK B KoHIIen 1y nHbOpMallMOHHOW 6e301acHOCTH
B_c@gepe 34paBOOXpaHEHUd, YTBe éuHou IIporokonomM Ne 2 mpe3uavyMa [lpaBHTeNbCTBEHHOM
KOMUCCHUHU 110 UTUPPOBOMY Da3BUTUI), UCIIO/Ib30BAHKIO MH()OPMALMOHHBIX TeXHOIOTUA A1 YIyYLIeHUs
KauecTBa )XM3HU U YCIOBUN BeleHUs IPeNIPUHUMAaTeNbCKON JedaTeabHOCTH OT 10.03.2022 No 7.

[TonutrKa pa3paboTaHa B COOTBETCTBUM C TpeboBaHusiMM DeziepabHOTO 3aKOHA OT 27 HIHOJIS
2006 r. N 152-®3 "O mnepcoHa/bHBIX [laHHLIX" W TIOCTaHOB/eHUs [IpaButenscTBa Poccuiickoit
@epepatun ot 17 Hosiops 2007 r. N781 "OO6 yrBepkaenuu IlomoxeHuss 00 obecrieueHUH
0e30MacHOCTH TepCOHANbHBIX JaHHBIX TIpU HUX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMAax
[epCOHA/IbHBIX JaHHbIX "', HA OCHOBAHUU:

- "PekomeHaluii 1o obecrieueHUI0 0e301MacHOCTH MMePCOHAMBbHBIX JaHHBIX TIPU UX 00paboTKe
B MH(OPMALIMOHHBIX CUCTeMax MepCOHA/bHBIX [JaHHbIX'", yTBEP)KAEHHbIX 3aMecTUTeseM AUPeKTopa
®CTIK Poccum ot 15.02.2008 r.,

- "TumoBbix TpebOBaHMI TIO OpraHu3alM U  obecrieueHUI0  (PYHKI[MOHUPOBAHUS
mM@poBanbHbIX (KpunTorpadhuyeckux) CpeACTB, TNpeJHa3HAaUeHHbIX i 3al[uThl MHGOpPMalUM, He
coZiepsKallleld CBeJleHUM, COCTaBJISIIOLMX TOCYZApCTBEHHYIO TaliHy B C/y4ae U3 MCIO/Ib30BaHUS /IS
obecrieueHus1 6e30MaCHOCTH TIePCOHATBHBIX JIaHHBIX MPU UX 00paboTKe B MH(MOPMALIMOHHBIX CHCTEMaX
MepCOHABHBIX JaHHBIX', yTBepXkKAeHHbIX pyKoBoAcTBoM 8 Llentpa ®CB Poccuu 21.02.2008 r. N
149/6/6-662.

B Tlonutuke ormpeneneHbl TpeboBaHuss K mnepcoHany WICIIIH, cTeneHb OTBETCTBEHHOCTH
repcoHana, CTPYKTypa W HeoOXOJuUMbI YpOBeHb 3allMII[eHHOCTH, CTaTyC U [JO/DKHOCTHBIE

00s13aHHOCTU COTPY/JJHUKOB, OTBETCTBEHHBIX 3a obecrieueHre 6e30MacHOCTH MepCOHATBHBIX
nmanHbix B ICITIH O6nTy6aucnaHcep.

1 O01He MO/I0KeHHs

Lenvto Hacrosieid Ilosmmtuku siBisieTcs: obecrieueHre 0e30MacHOCTH OOBEKTOB  3alllUThI
O6nTybaucriaHcep OT BCeX BHJOB yrpo3, BHEIIHUX W BHYTPEHHUX, VMBIIIIEHHBIX U
HerpeJHaMepeHHbIX, MUHUMM3alUs yijepba OT BO3MOXKHOW peanu3and yrpo3 6e3omacHoctd IT/JH
(YBITOn).

besomnacHocTh [epCOHAJILHBIX Jl@HHBIX JIOCTUraeTCst rnyTemM HCKJ/IFOUeHUs
HEeCaHKL[MOHWPOBAHHOI0, B TOM YMCJIe C/Iy4yallHOro, JAOCTYyIa K [epCOHaIbHbIM aHHBIM, Pe3y/bTaToM
KOTOPOTO MOJKEeT CTaTh YHUUTO)XKeHHe, U3MeHeHHe, OJIOKMpOBaHMe, KOMMPOBAaHHE, PacrpoCTPaHeHue
MePCOHA/IbHBIX JAHHBIX, @ TAK)Ke UHbIX HeCAaHKLMOHUPOBAHHBIX [IelICTBUN.

Wudopmariysi ¥ CBs3aHHbBIe C HeM pecypchbl [JO/DKHBI OBITh JOCTYTHBI [/IS1 aBTOPHM30BAHHBIX
roJib30Baresiel. [J0/KHO OCYILeCTBIISIThCS CBOeBpeMeHHOe 00Hapy KeHre U pearrpoBanue Ha YBII/IH.



[Jo/KHO OCylecTBAATbCS MpefoTBpalljeHre TIpeiHaMepeHHbIX WM CIy4YalHbIX, YaCTUYHBIX
WJIY TIO/THBIX HeCaHKIIMOHUPOBAHHBIX MOJUGUKALIMK WM YHUUTOXKEHHS JaHHbIX.

CocraB 00BEKTOB 3alUThI TIpe/ICTaB/sIeTCs B [lepeuHe mepCcOHaNbHBIX JAHHBIX, TO/IeXKAIIUX
3auure.

CocraB UCII[JH nognexaiux 3aiure, rpejcrasngeTcs B OTyeTe 0 pe3ynbTaTax NpOBeAEHUs
BHYTPEHHEeU MPOBEPKHU.

2 O0/1acTh AeliCTBUA

TpeboBanust  Hactosijedi  [IOIMTUKM ~ PACMPOCTPAHSIIOTCS HA  BCeX  COTPY/HHUKOB
O6ntybaucnancep (IITaTHBIX, BpEMEHHBIX, pabOTAIOIIUX 10 KOHTPAKTY U T.I1.), @ TaKXKe BCeX MPOUYUX
Ll (IO pSIAUMKY, ayAUTOPHI U T.11.).

3 CucreMa 3a1{UThl IEPCOHAJILHBIX JAHHBIX

Cucrema 3aluThl epcoHanbHbIX AaHHbIX (C3I1/JH), CTPOMTCS HA OCHOBaHUU:

— OtueTa 0 pe3y/bTaTax NpOBe/leHUs] BHYTPEHHeW NTPOBEPKY;

— [Tepeuns nepcoHanbHbBIX JAaHHBIX, MOJ/IEXKAIUX 3allUTe;

— Axra knaccudukaum nHGOPMaLMOHHOW CUCTeMbl TIepCOHa/IbHBIX [JaHHBIX;

— Mogenu yrpo3 6e30macHOCTH MePCOHATBHBIX JAHHBIX;

— [MTono)xeHus1 0 pa3rpaHUUEHNUH TIPaB /I0CTyTa K 00pabaTbiBaeMbIM TIepCOHA/TEHBIM
JlaHHBIM;

— PykoBopsaimmx fokymentToB @CTIK u ®CB Poccun.

Ha ocHOBaHMHU 3THX JOKYMEHTOB OTpejiersieTcsi HeoOX0AUMBINA ypoBeHb 3atuiieHHocTH [1/1H
kaxzaon MCITOa Obnrybaucnancep. Ha ocHoBaHMM aHamM3a akTyanabHbIX yrpo3 GesomacHocTtu I1/1H
onucaHHoro B Mozienu yrpo3 u Otueta 0 pe3yJsibTaTaxX NpOBeZieHUs] BHYTPeHHel MpoBepKe, JeslaeTcst
3aK/II0UeHHe O HeoOXOJMMOCTH WCIIO/Ib30BaHUST TeXHUYECKUX CPEeICTB U  OpPraHMW3al[OHHBIX
MeporipusTuii s obecrieuenusi 6e3omacHocty I1/IH. BbiOpaHHble HeoOXOAMMBbIE MepOTIPUSTHS
oTpakaroTcs B [11aHe MeponpusiTuid TIo oOecriedeHuro 3aiuTh [1/1H.

Inst kaxgou VCII[IH no/mkeH ObITh COCTaB/IeH CIMCOK MCIOJIb3yeMbIX TEXHHUUECKUX CPeZCTB
3allUThI, @ TAK)Ke MPOrpaMMHOro obecrieueHHst yuacTBymoiero B oopabotke I1/1H, Ha Bcex 3/ieMeHTax
NCIIO#n:

— APM nonb30Bareney;

— CepBepa NpUIoKeH!i;

— CYB/;

— I'panuua JIBC;

— KananoB miepezaun B ceTu 00I1lero mosb30BaHUs U (UIM) MeXAYyHapoJHOTo oOMeHa,

ec/v 110 HuM riepegatotcs [11H.

B 3aBucumMocTu ot ypoBHs 3awuieHHOCTH MICII/IH 1 akTyanbHbIX yrpo3, C3I1/JH MoxeT
BKJ/IIOUATh CJIeIyIOLUe TeXHUYeCcKue Cpe/iCTBa:

— AHTHUBUPYCHbIe CPeJCTBa AJisi pabounX CTaHLWI 110/Ib30BaTeNel U CepBepOB;

— CpeJiCTBa Me)KCeTeBOI'0 S3KpaHUPOBaHUS;
cpefcTBa Kpunrorpaduyeckoil 3amurtel MH(OpMaly, MpU Tepejauve 3allUil{aeMoit
vH(pOpMaLMK 10 KaHalaM CBSI3U.

Tak ke B CMHCOK JO/DKHBI ObITh BK/TIOUeHBbI (PYHKLWM 3alUTh, 0OecrieunBaeMble IITAaTHBIMU
cpeactBamu 06pabotku IT/JH oneparrionHbiMu cuctemMamu (OC), npuknagabiM 10 v crielipaibHBIMU
KOMIJIEKCaMH, peau3yrolUMH CpeJcTBa 3aluThl. CIIMCOK (YHKLMI 3alUThl MOYKET BK/IFOUATh:

— yrpasjieHHe Y pasrpaHrueHue [OCTyIa [10/1b30BaTesiel;

— PervcTpalyio 1 yueT JeMCTBUM ¢ nHbOopMaliuei;

— obecrieunBath 11eJI0CTHOCTDb JAHHBIX;

— TIPOU3BOUTL 0OHAPYKEHU BTOP>KEHUH.

CrnyCOK WCIOJIb3yeMbIX TeXHUUECKUX CpeJCTB oOTpaxkaercs B [ljaHe MepompusTvid 10
obecrieyeHHI0  3allUThl TE€PCOHATBHBIX JAaHHBIX. CITMCOK WCII0/Ib3yeMbIX CPEJACTB  [JO/DKEH
MO/ /JlepP>)KUBAThbCS B aKTya/lbHOM COCTOSIHUM. IIpy M3MeHeHUM COCTaBa TeXHUYECKUX CPeJCTB 3allUThbl



umi 3neMeHToB VICII[IH, COOTBETCTBYHOIME HW3MEHEHHUsl [O/DKHbI ObITh BHeceHbl B CIMCOK U
yTBep)KZeHbl pykoBoauTesneM OOnTyOAMCIIaHCEp WM JIMI[OM, OTBETCTBEHHBIM 3a obecrieueHue
3awmTel [1/1H.

4 TpeooBanus K noacucremam C3ITIH

C3I1/[H Bx/ItoyaeT B cebsi cieyroliyie OACHUCTEMBI:

— yIpaB/ieHNs JOCTYTIOM, PETUCTPALUM U YYeTa;

— obecrieueHus 11e/IOCTHOCTH U IOCTYITHOCTY;

— aHTUBUPYCHOM 3alllUThI;

— M€>KCeTeBOIro 3KpaHWPOBaHUS;

— aHa/v3a 3alUILeHHOCTH;

— o0OHapy KeHHUsT BTOP>KEHHUIA;

— KpUNTorpadryeckoil 3aluThbl.

[Mogcuctembl C3II[IH MMEIOT pa3nMuuHbIA (QYHKLIMOHA/M B 3aBUCMMOCTU OT Kiacca VICII/H,
orpezie/ieHHOro B AKTe KjiaccupuKaluy MH(OPMAaLMOHHOM CUCTEeMbI NTePCOHA/IBHBIX JaHHbIX. CHUCOK
cootBeTcTBUsS (GyHKIMM TogcucteM C3I1/H kmaccy mo/mkeH ObITh 0hOpPM/IEH COOTBETCTBYIOIIUM
JOKYMEHTOM.

5.Iloacucremsr C3I10H

5.1. IToacucTema ynpap/jeHHs JOCTYIIOM, PerUCTPAL{UM U y4yeTa

[MogcucTema ynpaBiaeHUs [JOCTYTIOM, PerMCTpaliUM M yuéTa TpejHa3HaueHa [ peanv3alyu
cnefyrnx QyHKUWN:

— U/leHTUUKALIUK U TIPOBepKa MOJIMHHOCTH CyObeKTOB /I0CTYyTIa MPH BXO/e B
NCIIOH;

— WAeHTH(YKALMM TepMUHA/IOB, y37I0B CETH, KaHa/lOB CBSI3M, BHELIHUX YCTPOMCTB IO
JIOTUYeCKUM UMeHaM;

— naeHTH(dYKaLMYM NIporpaMM, TOMOB, KaTasjaoros, ¢aiiyioB, 3amucei, rosield 3amuceit 1o
MMeHaw;

— perrcTpalyu Bxoja (BbIxo/a) CyObeKTOB JOCTYIIA B CUCTEMY (M3 CUCTEMBI), TMOO
perucTpauys 3arpy3ku ¥ UHULMaIM3aliy orepalioHHON CUCTeMbI U ee 0CTaHOBa.

— perucTpalyy MonbITOK AOCTyIa MPOrpaMMHBIX CPeJiCTB (TIPOrpaMM, MpOL{eCCOB,
3a/1a4, 3a/laHUi) K 3aluiiaeMbiM daiiiam;

— perucTpaLyu MombITOK J0CTYyTa MPOrpaMMHBIX CPeJiCTB K TepMHUHA/IaM, KaHa/lam
CBsi3H, TIPOrpaMMaM, TOMaM, Katasoram, (paiisam, 3anucsim, roJisim 3armcei.

[Mopcucrema yripaB/eHuUs: OCTYIIOM MOKET ObITb peasM30BaHa C MOMOILBIO IITAaTHBIX CPE/ICTB
obpabotku I1/IH (omepalMoHHBIX cucTeM, npuiokeHu U CYB/I). Tak >ke MoeT ObIThb BHEAPEHO
crieliMaibHOe TeXHUUeCKOe CPeJiICTBO UM MX KOMILJIEKC OCYILeCTB/ISIFOLIUe 10MOTHUTE/TbHbIe Mepbl 110
ayTeHTUGUKALMM W KOHTpO/MO. Hampumep, npuMeHeHWe eJUHBIX XPaHWIWILL YUeTHBIX 3arvcei
T0Jb30BaTe/iell U PeruCTpalioHHON MHGOPMAIUH, UCTI0Ib30BaHHe OMOMeTPHUUECKUX W TeXHUYeCKUX
(C mOMOL1IbIO 37IEKTPOHHBIX MPOMYCKOB) Mep ayTeHTU(UKALIUK U JPYTUX.

5.2 IToacucTemMa odecrieyeHUs1 {e/IOCTHOCTH U AOCTYITHOCTH

[Moacucrema obecrieyeHusi LeJIOCTHOCTA M JOCTYITHOCTH TIpeJjHa3HaueHa [Ajsi obecrieueHUs
LIeJIOCTHOCTM U goctynHoctd  II/JH, mnporpamMMHbIX W ammapartHbix — cpegers  MCIIOH
O6aTybuCaHCep, a TAK)Ke CPe/ICTB 3all[UThI, TPYU CTyYalfHON WM HaMepeHHOU MOIU(BHUKAIIH.

[Togcuctema  peanusyeTcss C  TOMOLIbIO — OpraHu3alid  pe3epBHOrO  KOIMKMPOBaHUS
0OpabaThIBaeMbIX JaHHBIX, a TAKXKE Pe3epPBUPOBaHUEM KiTtoueBbIX 3neMeHToB UCII/IH.

5.3 INojcucTeMa aHTUBHPYCHOM 3aI[UThHI
[MopcucTeMa aHTUBUPYCHOM 3alllMThI TTPeHa3HaueHa /iyt 00ecrieueHus aHTUBUPYCHOU 3all[UThI
cepBepoB 1 APM none3oBareneii UCITJun O6nry6aucnaHcep.



CpezcTBa aHTHBUPYCHOM 3alUTHI MPeJHa3HAueHbI [JIs pean3aluy CJieIyIomxX (yHKIWIA:

— pe3uieHTHBIM aHTUBUPYCHBI MOHUTODYHT;

— AHTUBHMPYCHOE CKaHUPOBAHUE;

— CKpUNT-0/I0KUPOBAHHUE;

— LIeHTPa/IM30BaHHY0/yJaJIEHHY0 YCTaHOBKY/A€MHCTa/IISALMI0 aHTUBUPYCHOTO
MPO/IyKTa, HACTPOUKY, a/IMUHHCTPUPOBaHKE, TPOCMOTP OTUYETOB U CTaTUCTHUECKOW MH(OpMaLIH 110
paboTe MpoayKTa;

— aBTOMAaTH3MPOBaHHOe 0OHOBJ/IEHNE aHTUBHUPYCHBIX 0a3;

— orpaHyyYeHHe TIpaB I10/Ib30BaTe/Isi Ha OCTAHOBKY MCIIOHSEMbIX 3afady M W3MeHeHHs
HACTPOeK aHTUBUPYCHOTO MTPOTPaMMHOT0 00ecIieueHus;

— aBTOMAaTHUeCKHUH 3aIlyCK cpa3y Toc/ie 3arpy3KU OrepariiOHHON CHCTEMBI.

[MoacucTema peanu3yeTcs IyTeM BHeAPEHUS CIeldaJbHOTO aHTUBUPYCHOT'O TPOTPaMMHOT0
obecrieuenust Ha Bce 3eMeHThl ICTT/IH.

5.4 IToacHucTeMa MeXKCeTeBOro SKpaHUpPOBaHUA

[TogcucteMa Me)kceTeBOrO 3KPaHMPOBAHHWS IpefiHa3HaueHa /yis peanu3alyy  C/lefyoLuX
GbyHKIM:

— (ubTpalMKM OTKPBITOrO U 3allin(poBaHHOTO (3aKpbiToro) IP-Tpaduika o
orpeie/IEHHLIM [1apaMeTpam;

— (uKcalyy Bo BHYTPEHHUX JKypHaslaX UH(POPMaLU O POXOAsLeM OTKPbITOM U
3aKkpbIToM 1P-Tpaduike;

— UleHTU(PUKALIMU U ayTeHTH(UKALMI0 a[MUHUCTPATOPa Me)KCeTeBOro SKpaHa MpH ero
JIOKAJIBHBIX 3aMpocax Ha JOCTYII;

— perucrpanuu Bxoga (BbIXOJa) aZIMUHMCTpPAaTOpa MeXCeTeBOro 3KpaHa B cuUCTeMy (U3
cucTembl) MO0 3arpy3Ky U MHULIMAIA3ALMN CUCTEMBI U ee TIPOrPaMMHOI0 OCTaHOBa;

— KOHTPO/JIs LIeJIOCTHOCTH CBOEM NMPOrpaMMHON ¥ MH(OPMAaLIMOHHOM YacTy;

— buIbTPaLK NTAaKeTOB C/IyKeOHbIX MPOTOKOJIOB, CTY KalLUX [/l AUarHOCTUKY U
yrpaB/ieHUsi pab0TOM CETEBbIX YCTPOMCTB,;

— ¢uibTpaliM C y4eTOM BXO/HOTO U BBIXO/IHOTO CETeBOT0 WMHTepdeiica Kak Cpe/iCTBO

TIPOBEPKH MOJ/IMHHOCTU CETEBBIX a/|peCOB;
— pervcTpanyy M yJeTa 3arpalliiBaeMbIX CepBUCOB MPUK/IAJHOTO YPOBHS;

— 0JI0KMpPOBaHUs OCTYTIa HeUAEeHTU(PULIMPOBAHHOTO 00BeKTa Un CyObeKTa,
TMO/ITMHHOCTh KOTOPOTO MPHY ayTeHTU(PUKAIIMU He TI0/[TBepI1UIach, METOAAMH, YCTONUMBBIMU K
repexsary;

— KOHTPOJISI 38 CeTeBOM aKTUBHOCTBIO MPUIOXKeHHUH 1 00HapY>KeHUsI CeTeBbIX aTak.

[Topcucrema peanusyeTcst BHepeHWeM MPOrPpaMMHO-aNnapaTHBIX KOMIT/IEKCOB
Me’KCeTeBOT0 3KpaHUpoBaHus Ha rpanuLe JICB, kyaccom He Huxe 4.

5.5 Iloacucrema aHa/iM3a 3aLUIEHHOCTH

[ToacucremMa aHamM3a 3alUIEHHOCTH, JOJDKHA 00ecreurBaTh BBISBIEHUS YSI3BUMOCTEH,
CBsI3aHHBIX C ommbkamu B KOHpurypauuu IO WCII/JH, KOTOpble MOTYT OBITH HCIO/Ib30BaHbI
HapyLUWTe/eM [Jis1 peain3aliu aTaky Ha CUCTEMY.

OyHKIMOHA/T TTOACUCTEMBI MOKET OBITh peaM30BaH MPOrPaMMHBIMH U TIPOTPaMMHO-
annapaTHbIMU CpeJCTBaMH.

5.6 ITogcucTeMa 00Hapy)KeHHUsA BTOP)KeHUH

[Topcucrema obHapysKeHHs] BTOP)KeHHUH, /I0/DKHA 00ecrieunBaTh BhISIB/IEHHE CETeBBIX aTak Ha
snemeHThbl CIT/IH MOAK/IIOUEHHBIE K CETSM OOIIero Mo/ib30BaHus U (M/I1) MeXXIyHapOAHOTO oOMeHa.

DyHKLHOHA TO/[CHCTEMbI MOXKeT OBITh peasr30BaH MPOrPAMMHBIMU M TIPOTPaMMHO-
anrapaTHbIMUA Cpe/ICTBaMM.

5.7 Iloacucrema KpunTorpauuecKoi 3aluThbl



[MToacuctema KpumnTorpaduueckod 3aiiuThl TMpegHasHaueHa gy uckmouenus HCI k
sauiaemoii uHdopmaipu B MCIIOH O6aTy6aucaHcep, Mpy ee Tiepejgaue 1Mo KaHaaaM CBSI3W CeTei
o0111ero Mosib30BaHus U (M) MEXXAYHapOAHOTO 0OMeHa.

ITozicrcTeMa peanu3yeTcst BHeAPeHUsT KpUMITOrpadruecKrUx IporpaMMHO-arapaTHbIX
KOMIT/TIEKCOB.

6. ITonw3oBaTte/ i CII/IH

B Konuenumu uHpOpMalMOHHON 6e30macHOCTA — OmpefiefieHbl OCHOBHBIE — KaTeropuu
rosib3oBaresiell. Ha 0CHOBaHMM 3TUX KaTeropyuu J0/DKHA ObITh POM3Be/ieHa TUTH3aliysl 110/1b30BaTesnei
NCIIOH, onipesesieH UX yPOBEHb JOCTyTa U BO3MOXXHOCTH.

B UCITJu O6ntybaucrnaHcep MO>KHO BbIJIE/IUTh CIeYIOLIHe TPYIIbI TI0/Ib30BaTe e,
yuacTByOIIMX B 06paboTke 1 xpaHeHuu [1/1H:

— Apmunuctparopa UCITH;

— AnmMuHKCcTpaTopa 6e30macHOCTY;

— Oneparopa APM,;

— AJMUHHCTpATOpa CeTy;

— TexHUYeCcKOro crieljyanucTa rno obc/1yKuBaHuIo nepudepuitHoro o6opyAoBaHus;

— [Tporpammuct-paspabotunk VCITH.

[laHHble 0 rpyrmnax Mnosjb30BaTesiX, YpOBHE UX JOCTyNa U UHGOPMHUPOBAHHOCTH [JO/DKEeH ObITH
otpakeH B [TornokeHre 0 pa3rpaHUUeHHH TpaB O0CTyIa K 00pabaTbiBaeMbIM MepCOHAIBHBIM JaHHbIM.

6.1 Agamunuctparop UCIIOH

Apvunuctparop UCITJH, cotpyanuk OOaTyOAMCIaHCEp, OTBETCTBEHHBIM 3a HACTPOUKY,
BHezipeHUe U conpoBoxkaeHre VICII/IH, obecrieuriBaeT (hyHKLMOHUPOBAHUE TOICUCTEMBI YIIPABJIEHUS
poctyriom UWCII[IH M YNOJHOMOYEH OCYLeCTB/ATh ITIpefoCTaBleHre W pasrpaHuuyeHde JO0CTyra
KOHEeYHOro noJsb3oBaress (Oneparopa APM) K ssiemeHTaM, XpaHsLIUM ITepCOHA/IbHbIE JaHHbIe.

Apmvunuctparop UCIT/JH 06/1aaeT cieyoluM ypOBHEM /IOCTyTIa U 3HAHUM:

— obmaaeT momHOM MH(OPMalyel 0 CUCTEMHOM | MPUK/IAIHOM ITPOrPaMMHOM
obecrieuennu VICIT/JH;

— obazaeT moHOM MHQOPMAaLHel 0 TEXHUUeCKUX cpefcTBax U KoHuryparwu VUCITIH;

— UMeeT JOCTYIT KO BCEM TEXHHUUECKUM Cpe/CcTBaM 00paboTku MHGbOpMaLMK U JIaHHBIM
NCIIOs;

— obsiaziaeT MpaBaMyu KOH(GUTYPUPOBaHUS U aIMUHUCTPATUBHON HaCTPOUKH
TexHuueckux cpeacts UCII/IH.

6.2 AfMUHHCTpPATOp 0e30macHOCTH

Apvunuctpatop  6GesomacHocTH, COTpyAHMK — OOATyOAucriaHcep, OTBETCTBEHHBIM  3a
dyskimonrpoBanre C3I1/IH, BKItOUasi 00C/Ty>KMBaHWe W HACTPOWKY aZ/MUHUCTPATUBHOM, CEepBEPHOM
Y KJIMEeHTCKOM KOMIIOHEHT.

AnmuHKcTpaTop 6e3omacHOCTH 06/1a/jaeT cie[yIOIM YPOBHEM [OCTYTIa U 3HAHUI:
— obnazmaet npaBamu AgmunucTtparopa UCIT/IH;
— obnazaet nmoHou uHGopMaime 06 MCIIIH;

— rMeeT JIOCTYyN K Cpe/CTBaM 3alljuTbl MH(OpPMAlMd U MPOTOKOIUPOBAHUS U K 4acTH
K/IHOUeBbIX 37ieMeHTOB VICITIH;

— He UMeeT TpaB [J0CTyna K KOH(QUTYPUPOBaHUIO TEXHUYECKUX CPeZICTB CEeTH 3a
VICK/TFOYeHHeM KOHTPOJIbHBIX (MHCITeKLIMOHHBIX).

AnMuHKCTpaTOp 6e30MacHOCTH YIIOJTHOMOUEH:

— peaTM30BbIBATh TTOJIMTHKK 0e301acHOCTH B YacTH HacTpoiiku CK3U, MexkceTeBbIX
9KPaHOB M CUCTeM OOHApY>KeHHsI aTak, B COOTBETCTBHM C KOTOPBIMH IM0Jib30BaTe/ b (Omnepatop APM)
T0JTy4aeT BO3MOXKHOCTb paboTath ¢ 3nemeHTamu VMCII/IH;

— OCYLL|eCTBJ/IATh ayJUT CPeiCTB 3allUThI;



— yCTaHaB/IMBaTh [JOBePUTE/IbHbIE OTHOLIEHUS] CBOEH 3allUIL|eHHOW CeTH C CeTIMU
JPYruX Yupex/eHuil.

6.3 OnepaTrop APM

Oneparop APM, corpyauuk O6aTy6aucnaHcep, ocyiiecTistoumii  obpaborky TI/IH.
O6pabotka I[1/]H BKIOUaeT: BO3MOKHOCTh rpocmoTtpa I[1/JH, pyuHoii Beog I11H B cucremy VCIIH,
(dhopMrpoBaHre CrpaBOK U OTUeTOB 10 MHpopMaiuu, nosydyeHHod u3 WICII/. Omnepatop He vMeeT
TIOJTHOMOYMIM ZIJ1s1 YTIpaB/ieHus oAcucTeMaMu 00paboTku aanHbix U C3T1/IH.

Oneparop UCII[IH ob/asaeT cieyoM YPOBHEM ZOCTYTIa U 3HAHUM:

— obsiaziaeT BceMy HEOOXOAMMBIMU aTpUOyTaMu (HarlpuMep, rapoJiem),
06ecreunBaroIMMU AOCTYT K HEKOTOPOMY MOAMHOKecTBY [1/1H;

— pacronaraeT KOH(QUeHLMaTbHbIMU JAHHBIMH, K KOTOPBIM UMeeT JOCTYTI.

6.4 AZMHUHHCTPATOP CeTH

ApmunHucTpatop cetH, COTpyAaHUK O6nTybaucnaHcep, OTBETCTBEHHBIH 3a (DYHKLIMOHUPOBaHHe
Te/leKOMMYHUKalMoHHOW mozcuctembl VICIT/JH. AZMUHUCTpaTOp CeTU He KMMeeT MOTHOMOYUM AJIs
yTIpaBJIeHus MoJcUcTeMaMy 00pabOTKY [JaHHBIX U 6€30TIacCHOCTH.

ApmvuHuCTpaTop ceTy 00/1aiaeT CeyIOLUMM YPOBHEM /IOCTYTIa U 3HAHUIA:

— o6aziaeT yacTbi0 MHGOPMALIUK O CUCTEMHOM U MPUK/IaZIHOM ITPOrPaMMHOM
obecrnieuennu ICIT/IH;

— o0J1aiaeT yacTbio MHGOPMALIUU O TEXHUUECKUX CPeCTBax U KoHdurypauyu MCITIH;

— rMeeT PU3NUeCKU OCTYI K TEXHUUECKHUM CpeZicTBaM 00paboTKy MH(pOpMaIyu 1

CpeJiCTBaM 3alllUThI;
— 3HaeT, 110 MeHbLIel Mepe, OZHO JIerajibHOe UMsI OCTYyIIa.

6.5 TexHUUeCKHUH CIIEHMA/THCT 10 00C/Ty)KMBaHHIO MeprepHitHOro 060pyA0BaHNA

TeXHUYeCKUM CTeLUaIUCT 10 00C/Ty)KUBaHHIO, COTPYAHUK OONTYOaUCIaHCep, OCYILeCTBIsSIeT
obcy)XUBaHUe U HAaCTPOUKY TiepudepuiiHoro obopyaoBanus UCIT/IH. TexXHUUeCKHi CIeIUanucT 1o
00Cy)KMBaHUIO He uMeeT Joctyna K [1/IH, He UMeeT MOJIHOMOYME /IS YTIpaB/ieHHs] TIOACUCTEMAMHU
00paboTKY aHHBIX U 6€30I1MacCHOCTH.

TeXHUYEeCKUM CIeMaIUCT TI0 OOC/Ty)KMBAaHUIO 00JaZiaeT CJIeYIOIMIUM YPOBHEM JIOCTyMa U
3HaHUM:

— 00/1a/jaeT YacTh0 MHGOPMAIMK O CUCTEMHOM U MPUKJIAHOM MTPOrPaMMHOM
obecrieuennu VICIT/H;

— 00/1a/iaeT YacThio MHGOPMAILMK O TEXHUUECKUX CpeicTBax v KoHburypauuu VCIT/IH;

— 3HaeT, 110 MeHbIlIel Mepe, 0JJHO JierajbHOe UM JOCTyTIa.

6.6 ITporpammuct-paspadorunk VCII/Ax

[TporpaMMUCTBI-pa3pabOTUMKK  (TTOCTABIIVKKA) TPUK/IAZHOTO IPOrPAMMHOTO 00ecrieueHus,
obecrieunBaroIie ero COIMpPOBOXK/JeHHe Ha 3amuijaeMoM obbekre. K [gaHHOW Tpymme MOryT
OTHOCHUTBCS KakK COTpyAHMKU O6aTyba1cnaHCep, Tak U COTPYAHUKN CTOPOHHMX OpraHH3ariui.

JIULo 5TOM KaTeropuu:

— obmazaer uHdopmalyeit 06 aaropuTMax U rporpamMmax o0pabOTKH HMHGOPMAaLMU Ha
NCIIOH;

— o6s1a71aeT BO3MOXKHOCTSIMU BHECEHMsI OLIMOO0K, He/leKIaprpOBaHHBIX BO3MOKHOCTeH,
TPOrPaMMHBIX 3aK/1a/I0K, BPe/JOHOCHBIX MPOrpaMM B riporpaMmmMHoe obecrieuenrie UCII/IH Ha cTaguu
ee pa3pabOTKH, BHeJPEHUsI U COTIPOBOXK/EHUS;

— MOXKeT pacriosiaraTh JirobbiMu (parmMeHTamu uHpopMaruu o torosiorud VICIIIH U
TeXHUYEeCKUX cpefcTBax 06paboTku u 3amuThl [1/1H, obpabareiBaembix B UCIT/IH.
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7.TpeboBaHusi K mepcoHay nmo odecrneueHuro 3amurbl [1/TH

— Bce corpyanuku O6stybavcnaHcep, sBstomyecs nob3oBatensvu UCITIH, Z0/DKHbBI
YeTKO 3HaTh M CTPOTO BBITIOJIHATH YCTAHOBJEHHbIE TIpaBUIa W OOS3aHHOCTH TIO AOCTYMy K
3aluIaeMbIM 00beKTaM U COOJTFO/IeHUI0 TIPUHATOTO pexkuMa be3omacHocTr [T/H.

— ITpu BCTyM/IeHUM B [JOJDKHOCTh HOBOTO COTPYZHMKA HelOCpeZICTBeHHbIN Haua/lbHUK
To/ipa3fienieHysi, B KOTOpOe OH I0CTYyTaeT, 00si3aH OpraHW30BaTh ero 03HaKoMJIeHHe C JOJDKHOCTHOM
WHCTPYKLMEeN 1 HeoOX0UMBIMU JJOKyMeHTaMHU, pPerJlaMeHTHUPYHIUMH TpeOoBaHus 110 3arure [1/]H, a
TaK)Ke oOyueHre HaBbIKaM BBITIOJTHEHHS TIPOLie/lyp, HeOOX0AUMBIX /ISl CAHKLIMOHUPOBAHHOTO
vcrosib3oBanusd UCIT/IH.

— CoTpyAHUK J0/KeH OBbITh 03HAKOMJIEH CO CBe/IeHUsIMU HacTosiiel [TouTuky,
MIPUHSATBIX TIpoLieyp pabotsi ¢ snementamu UCIIAx u C3I1H.

— Cotpyanuku O6aTy6quciaHCep, UCTIOB3YIOIINE TeEXHUUECKHe Cpe/iCTBa
ayTeHTU(MUKALMH, TO0JDKHBI 00ecrieunBaTh COXPaHHOCTh WEHTU(PHUKATOPOB (3/IEKTPOHHBIX K/THOUeH) U
He ponyckatb HC/] K HUM, a Tak ke BO3MOXXHOCTb UX YTepU WU/IW UC0/Ib30BaHUs TPETBUMU JIULIAMU.
ITonb30BaTe/ 1M HECYT MEPCOHA/IBHYIO OTBETCTBEHHOCTh 32 COXPAaHHOCTh HAeHTH(HKATopOoB.

— Cotpyanuku O6aTyO[MCIaHCep I0/DKHBI C/Ie/J0BaTh YCTAHOB/IEHHBIM MPOLielypamM
ro/iiepKaHus pexxrMa Oe3oracHocty [1/1H rpy BEIOOPe U UCTIOIb30BAaHKUHM TTapoJiel (ec/iv He
WCIIO/TB3YIOTCS TEXHUUYeCKHe CpeZicTBa ayTeHTU(UKaLuu). [Tpotiesypa BbIOOpa, UCTIOMb30BAHUS U
CMeHbI 1apoJieil (ec/iu He UCII0/Ib3yHOTCSl TEXHUUeCKHe CpeJiCTBa ayTeHTHU(UKALMK) OTIpe/iesIsiFoTCS
[MTosmTrKOM Maposneit O6aTyOMCTIaHCEep.

KATEI'OPUYECKU 3AIIPEIIIAETCSH nepeaaBaTh Mapod TPeTbUM JULAM H
XPaHHUTh MApPO/IM Ha 0yMa)KHBIX HOCHTEJISIX.

— Corpygaviku O61TyOAMCIIaHCeD AODKHBI 00eCTIeurBaTh Ha/IIeXKAIIyIO 3aIUTy
obopyoBaHMs, ocTaBsseMoro 6e3 npucMoTpa, 0COOEHHO B TeX C/Iydasix, KOrja B oMelljeHHe UMEeOT
JIOCTYTI TIOCTOPOHHHUe /MLja. Bce monb3oBartenu Jo/KHBI 3HaTh TpeboBaHus 1o 6e3onacHocty [1/1H 1
TpOLIeAyPHI 3alUTHI 000PYI0BaHUs, OCTaBJIEHHOTO 0e3 MPHUCMOTPA, a TAK)Ke CBOU 00s13aHHOCTH 110
obecrieueHHI0 Takoi 3aluThl. COTPY/JHUKAM 3aripellaeTcsl yCTaHABIMBAThH IOCTOPOHHEe MPOrpaMMHOe
obecrieueHue, MOJK/IFOUATh TMUHbIE MOOW/TbHBIE YCTPOMCTBA U HOCUTEH UH(OPMAIIUH, a TaKXe
3aMyChIBaTh HAa HUX 3alUlliaeMyt0 UH()OPMaLUIO.

— IIpu nopo3puTe/ILHOM/HEeCTaHAAPTHOM NOBe/leHNH NepCOHAa/IbHOr0 KOMIbIOTEpa,
MOCTYIVIEHHH M0/103PUTe/IbHBIX MHCeM I0 3/IeKTPOHHOI MouTe, HHbIX JIOKA/IbHbIX HHIH/IEHTOB
Ha APM - He3amea/InTe TbHO HH(OPMHUPOBATH 00 ’TOM BeJyIiero CHCTEMHOr0 a//[MHHHUCTPAaToOpa
M CBOEro Hemocpe/jCTBEHHOI'0 PyYKOBOAUTE/IA.

KATET'OPUYECKMU 3AIIPEIIIAETCS oTKpBIBaTh MOA03pUTE/IbHBIE IMCbMa,
MOJ/IyY€eHHbIE 10 3JIeKTPOHHOM MoYTe, a TAK)Ke MpeANPUHUMATh KaKHe-/TH00 CaMOCTOsITe/IbHbIe
AeliCTBMA NPH NOA03PUTE/IbHOM/HeCTaHJapTHOM NOBeAeHUH ePCOHA/ILHOr0 KOMIIbIOTepa

— CoTpyZHYKaM 3armpeliiaeTcs pasrianarh 3aliyiiaeMyo HHPOopMaLMio, KoTopast cTana
VM M3BeCTHa Ipy paboTe ¢ HHPOPMAaLMOHHBIMU chucTeMaMu O6TybOAKCIIaHCeD, TPETHUM JIUL[AM.

— [Tpu pabote ¢ I1Ju B UCII[IH cotpyauuku ObarybaucraHcep o6si3aHbI 06ecrieunThb
OTCYTCTBHE BO3MOKHOCTH rpocMoTpa 111 TpeTbumu yiviamu ¢ MOHUTOPOB APM nnv TepMuHaioB. B
CJ/ly4yae BBIHY)KJIEHHOTO BDEMEHHOTO OCTaBJIeHHs1 CBoero pabouero Mecra 6e3 BBIK/TFOUEHHS
KOMITbIOTepa ciieflyeT 3a0/10KMpOBaTh JOCTYI uepe3 KOMOMHALMIO K/IaBUII « Win+Ly.

— [Tpu 3aBepiennu pabotsl ¢ UCITJH coTpyHUKM 00s13aHbI 3aiuTuTh APM nmm
TepMUHAJIbI C TIOMOIIIbI0 GJIOKUPOBKU K/TFOUOM WU/TA SKBUBAJIEHTHOT'O CPeJICTBAa KOHTPOJIS, HarIpuMep,
JIOCTYTIOM TIO TIapOJIt0, eCJIU He UCTI0Nb3yI0TCs 60siee CUbHBIE CPe/CTBA 3alUThl. TaKkke, B 3TOM
cilydae ciefyeT 3ab/I0KMPOBaTh JOCTYIT uepe3 KoMOMHaLMIo KaaBuil « Win+Ly.

— Cotpyanuku O6aTy6qucancep 10/DKHBI ObITh MPOMH(GOPMUPOBaHbI 00 yrpo3ax
HapyleHUs pe)kuMa 6e3omacHocty [1/]H v OTBETCTBEHHOCTH 3a ero HapyuieHue. OHU JO/DKHBI ObITh
03HAKOMJIEHBI C YTBep)KJeHHOM (hopMabHOM NpoLielypoil Ha/lo)KeHUs! JUCLUI/IMHAPHBIX B3bICKAaHUH
Ha COTPY/JHUKOB, KOTOpbIe HapYLIV/IH MIPUHSTBIE TIOIUTHKY U Mporieaypbl 6e3omacHocTy T1/IH.
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— CoTpyaHMKH 00513aHBI 0e3 mMpoMejA/IeHusI CO00IaTh 000 Bcex HAa0/TI0AaeMbIX WIH
N0/103pUTe/IbHBIX Cy4dasax padorsl UCII/IH, MOTyIHX MoB/eyb 3a cob0ii yrpo3bl 6e30macHOCTH
[1/TH, a Tak>Ke O BBISBJIEHHBIX MIMH COOBITUSIX, 3aTparvBarolux 6e3omacHocts I1/1H, pyKOBOACTBY
To/ipa3zieNieHys 1 JIULY, OTBeYarolieMy 3a HeMe/lJieHHOe pearupoBaHue Ha yrpo3bl 0e30macHOCTH
IMOx.

8. Jo/KHOCTHBIE  00513aHHOCTH TNoJib30oBaTesnei ICIIIH

HNomxHOCTHBIE 00s13aHHOCTH T10/1b30BaTesnelt UCIT/JH 10/DKHBI OBITH OMMCAHBI B CJIeIYHOIUX
JIOKYMeHTax:

— WucTpykuus agmunucrparopa UCIIIH;

— WHCTpyKIus agMuHKcTpaTopa 6e3onacHoctu MCIT/IH;

— Nuctpykuus nons3osatens UCIH;

— VHCTpyKLmMs N01b30BaTe sl NPy BOSHUKHOBEHUU BHEIUTATHBIX CUTYaLUil.

9. OTBeTcTBeHHOCTH COTPYAHUKOB UCII[IH O6aTy6AMCcIaHCep

— B cooTBetcTBUM CO cT. 24 DepnepanbHOro 3akoHa Poccuiickoit @efepaiiyu ot 27 yiois
2006 r. N 152-®3 "O mepcoHanbHBIX JaHHBIX' JIUI]a, BAHOBHbIE B HAapyllIeHWH TpeOOBaHMUI JJaHHOTO
®eepasbHOrO 3aKOHA, HECYT TPAKJAHCKYH0, YTOJIOBHYIO, aAMUHUCTPAaTUBHYIO, OUCLUIUIMHAPHYIO U
VHYIO TIpe/lyCMOTPEHHY!0 3aKOHO/aTesIbcTBOM Poccuiickoit desiepaliii OTBETCTBEHHOCTb.

— [HeiicTBytolljee  3aKOHOZATENBCTBO P® T03BOJISIET MpeAbsAB/IsATL TpeOOBaHUS TIO
obecrieueHro  Oe3oracHOM  paboThl €  3amuiiaemMoit  uHbopMalMelr U MpeAycMaTpUBaeT
OTBETCTBEHHOCTb 3a HapylleHWe VCTaHOBJEHHBIX TMpaBWI 3KcrulyaTauuu OBM  u  cucrewm,
HerpaBOMepHBIM JocTynn K UH(oOpMaluu, ecid 3TU [JIeMCTBUSL TIpUBeMM K YHHUUTOXKEHUIO,
6/10KMpOBaHMI0, MOAMGbUKAIMK UH(MOPMAIUK WX HapylieHuio pabotel OBM wmm ceteli (cTaTbu 272,
2731274 YK PO).

— [pu HapyuieHusx coTpyaHukamu Ob6ntybaucnancep - monb3oBaresieit ICIT/IH npasu,
CBsi3aHHBIX € Oe3omacHocTbio [1/JH, OHM HECYT OTBETCTBEHHOCTb, YCTAHOB/IEHHYHO [elCTBYIOILUM
3aKOHOZaTesbcTBOM Poccuiickoit Pepeparuu

10. CnucoK MCHo0/IL30BaHHBIX HCTOUHUKOB
OCHOBHbIMM HOPMAaTUBHO-TIDABOBBIMH UM METOAUUECKMMM [JJOKyMeHTaMH, Ha KOTOpPBIX
6asupyeTcs HacTosiee [To/10)KeHHe, SIB/ISIOTCS:

1. Yka3 IIpesupenta P® ot 01.05.2022 r. N 250 "O fAoONOMHUTENBHBIX Mepax [0
obecrieueHuto H(opMaroHHOH Ge3omacHocTH Poccuiickor ®eneparmn’

2. ®epepanbHbIM 3aK0H 0T 27.07.2006 r. N 152-®3 "O nepcoHanbHbIX AaHHBIX" (fanee - O3
"O mepcoHa/bHBIX JJaHHBIX''), YCTaHAB/IMBAIOIIHMY OCHOBHBIE MPUHIUIBI U yCyioBUsI 06paboTku I1/1H,
TrpaBa, 00s13aHHOCTU M OTBETCTBEHHOCTh YUaCTHUKOB OTHOLLEHUH, CBSI3aHHbIX ¢ 00paboTkoii [1/1H.

3. "ITooxxeHne 06 obecrieueHnH Oe30MaCHOCTU TIePCOHA/IBHBIX AAHHBIX TPU UX 00paboTke B
VH(QOPMAaLMOHHBIX ~ CHCTeMaxX [epCOHalbHbIX [JaHHbIX', yTBepkieHHOoe IlocTaHoB/IeHHEM
[TpaBurenscrBa P® or 17.11.2007 r. N 781.

4. "TlopsApgok TMpoBefieHMsl KiacCU(UKaLuMM HMHGOPMALMOHHBIX CUCTEM [1epCOHA/IbHbBIX
JaHHbIX", yTBepKAeHHbIM coBMecTHbIM IIpukazom ®CTOK Poccuum N 55, ®CB Poccuu N 86 u
MunuHdopmcsizu PO N 20 ot 13.02.2008 r.

5. "ITono)xenue 06 0coOOEHHOCTSIX 00pabOTKH MEPCOHABHBIX JaHHBIX, OCYILECTB/IsIeMOl 6e3
WCMOJIb30BaHUSI CPeJCTB aBTOMartu3aluu'', yreepxaeHHoe IlocranoBaenuem [lpaButensctBa PD ot
15.09.2008 r. N687.

6. "TpeboBaHusI K MaTepHaJbHbIM HOCHTEJ/IIM OMOMETPHUECKUX IMePCOHA/NBHBIX JAHHBIX U
TEeXHOIOTUSM XpaHeHWs] TaKWX [JaHHbIX BHe HWH(OPMALMOHHBIX CUCTEM IEPCOHA/bHBIX J[IaHHBIX',
yTBepxzeHHbIe IlocranoBnennem IIpaBurtensctBa PO ot 06.07.2008 r. N 512.
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7. HopMaTuBHO-MeTOAMUYECKHe [OKyMeHTbl dDezepasbHON C/Ty>KObI TI0 TEXHUYECKOMY U
9KCIIepPTHOMY KOHTpomo Poccuiickort ®epepauyu (ganee - ®CTIK Poccuu) mo obecrieyeHUrO
6e3omacHoctu I1/IH ripu ux obpaboTke B ICII[IH:

8. PekomeHpanuu 10 o0ecrieueHri0 6e30MaCHOCTH TIEPCOHANBHBIX JIAHHBIX TIPHU WX
06paboTke B WH(OPMAI[MOHHBIX CHUCTEMaX MEePCOHA/NbHBIX AAaHHBIX, YTB. 3aM. aupekropa ®PCTIK
Poccun 15.02.08 r. (ACIT)

9. OcHOBHBIe MepONpPHUATHA [0 OpraHM3alMM UM  TeXHUUYeCKOMy obecrieueHHIO
0e30MacHOCTH  TIepCOHA/BHBIX  JIaHHBIX, O0OpabaTbiBaeMbIX B  MH(GOPMALMOHHBIX CHCTeMax
MepCOHa/bHBIX JaHHBIX, YTB. 3aM. AupekTopa ®CTOK Poccuu 15.02.08 r. (ACIT)

10. Ba3oBasa Mojenb yrpo3 0e30MacHOCTU TMEePCOHATBHBIX [JaHHBIX MPU MX 00paboTke B
MH(OPMAaLMOHHBIX CUCTeMaX MepCOHA/IbHBIX JaHHbIX, YTB. 3aM. gupektopa @CTOK Poccuu 15.02.08
r. (ACIT)

11. MeToauKa oripe/ie/ieHUst aKTyaIbHBIX YTP03 0e301acHOCTH TIepCOHAIBHBIX JaHHBIX MPU UX
06paboTke B WH(OPMAI[MOHHBIX CHUCTEMaX MEePCOHA/NBHBIX AAaHHBIX, YTB. 3aM. aupekropa PCTIK
Poccuu 15.02.08 r. (JCIT)

ucn. C.[I. A6apimaer 8 4012 676055 (333)
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